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SECTION A - TERMS AND CONDITIONS

1 Turposc and Organization

The purpose ol this Service Tevel Apreement (SLA) is to memorialiee the terms and
conditions under which the Michigan Department of Attorney General (Department) will atilize
the services of the Michigan Department of Tnformation Technology (1)1 to provide technical
suppert without violating ruics on clicnt conlidentiality, legal ethies. or any other ethical,
confidentiality, or statulory law.

Seeuon A contains the general terms and conditions establishing the paramcters of the
relationship belween the Department and DIT. Section B represents those individual services
that are provided o the Department in consideration for the 111G identified within the
Drepartment’s awmual budget appropriation. Exhibit A represents Depariment office locations in
Michigan. Exhibit B represents the pricing structure for invoiees. DIT and the Department are
currcntly involved ina wehnology reiresh progect o standardveae the Department’s TT
crvironment, Exhibit C includes project charters and projuect plans.

2.0 Lezal Aulhorily

Uintal 2007, the Depanment had maintained its own technical support staff that was
responsible lor mamtaning the Department’s internal computer network and
mainlenance/support of the Tlepartment’s web server and web site. This relationship changed on
Angust 9. 2001, when Governor Engler issued Executive Order 2001 -3 which merged the
varouws 'l departments across the Execulive Branch into one state agency; 2T, Department
stall responsible lor perloming web services, programming. techneal support, and Cilnx were

relocated to DT, Fhe Departiment was beit with no technical staff and now sceks to develop this



Agreement with M1 in order to have DI'T provide much needed technical support services 1o the
Department.

On October 1. 1988, the Michipan Rules of Prolessional Conduet (MRTCY replaced the
old Michigan Clode of Protessional Responsibility. These rules represent the Supreme Court's
authontative statemenl of a lawyer’s ethical obligations. The drafters recopnized a need 10 cover
confidentiality of information and specihcally addressed the issue in Section 1.6, ‘this Rule
provides:

Except when permitted under paragraph (), a lawyer shall not knoswingly:

(0 reveal a conhdenee or secrel ol a chienl; or

(2) use a conhdence or seeret ol a chient W the disadvantage of the client; or

(3} use a conhdenee or seerel ol a client for the advantage of the lawyer ar of 2

third peeson, unless the clicnt conscnls abler Tull disclosure.

Further, MRPC 1.6{d} provides:
A lawyer shall exercise reasonable care (o prevenl employees. associates, and
others whose services are utihzed by the lawyer Itom disclosing or using
conlidences or secrets of a chienl, except that a lawyer may reveal the mlormation
allowed by paragraph (c) through an employee.
The confidentiality mandates of MRPC 1.6(0% i) prolnbit revealing conlidences or scercts ol the
client. The lawyer must take all necessary steps Lo assure that particularly sensitive client
confidences be maintained outside of the view of technical support personnel,

Additional statutory and repulatory confidentiality requirements apply to the work of the
Nepartment as well,
KR Definitions

“Access Privileges” refers W physical and remote aceess w0 DIT facilines and resources

wraned by Lnwerproise Sceunty.
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“liusiness Resumption Tan (BRI refers to the documentation that delineates for the
Depariment and TIT the necessary procedures to suceessiully move Lhe Department’s
applications [rom a producton facility o a disaster recovery site.

*Change Order”™ i the process of documenting a change that 15 2 deviation Irom an
onginal request for the purpose ol evaluation, approval or rejection, scheduling and tracking.
The process for executing a Change Order 15 established in Section AL subscetion 9.0,

“Citrix”™ relers to the Department’s central servers usinge the Citrix Metal' rame product by
Citrix Systems, Inc., 1o deploy most Department applications.

“Clhicnt Serviee Center (CSC) is the orpanizaiional vnit that will manape all requests for
the Department. ‘This is the initial point of contract for DU service requests.

“Dedicated Scrviees™ are those serviees utilized only by the Department.

“Deliverables™ means all tangible cmbodiments of the Services delivered or 1o he
delivered to the Department under this SLA thar are listed or descrbed m any applicable
Statements of Work as such Exhibit and Slaternents of Work may be amended or added from
Lime Ly time.

“Department” relers to the Michigan Department of Attomey General.

“IDhsaster Recover Plan™ refers to the documentation that delineates all roles and
responsibilitics for DL staff, along with the steps thar must be taken o successlully move the
production processing performed at the 1T managed (acihoes w the disaster recovery site,

DI refers to the Miclhigan Depanment of Information Technology and all s
subdivisions.

“DMB” relers 1o the Department of Management and Budget.

DM refers to the scoure network area maimained by Enterprise Security,

=N



“Domain Name Server (DNSY relers to servers that control and intercannect TP Address.

“Enterprise Services™ are those scrvices utilized by multiple apeneics.

“Ellectuve Daie™ relers to the date that the last sipnatore required to make this MOU
elfective is affixed.

“LA)7 is an abbreviation for Exceulive Order.

“Lscalation” reters to the chpasement of inercasingly higher levels of managemem and
techmical resources to ensure problem resolution.

“Erhical Hacking” refers to simulaled hacking pertormed al the request of the
Department, under the supervision and authority of Lnterprise Security.

“IMACT is an abbreviation for Installations, Moves. Adds, and Changes.

“lnter-Departmental Grant (TDGY' means the ammml ofidenthed lundmg contnned 1n
the Drepariment’s appropnations act that 1s 1o be paid w TAT lor Department Serviees.

107 relers o the DIT Information {fficer operating as the Department contract and
idennfed under Sectiom AL subsection 1040 of this STLA.

P Adddress”™ reters 10 the Tntemel Trotoceol Address used Tor designaung destinastion
locations and connecled devices on a nelwork.

*New Service™ relers to Services notincluded under this 1AL

“Pubtic Protcetion Group™ refers 1o the Ageney Services organizational proup combining
the Department ol Almey eneral. Civil Raghts. CIS. Corrections. Military & Veteran Affairs
und Stawe Police and headed by one 10,

“Services  means all of the services. functions, equipment solbware and other products
and materials to be performed or provided by DIT and any ol its Subcontractors under this SLA.

as such Services are desenbed 1n this SLA and any Exlubits and as such Services cvolve, are
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cnhanced and change over time as contemplated by this ST.AL and including any scrvices or
functions not specifically desenbed in this STLA that are reasonably required (or the proper
performance and provision of the Services.

“Service Reguest (SE)Y ' is any 1ype ol need [rom the Department that 1s submitted 10 DIT,
for cxample, break/fix, application support, upgrades, password rescts. purchases, ele.

“SLAT 15 an abbreviation for Service Tevel Agreement and reiers to this document. along
wilh all Exhibats, Auachments, and Slalementls of Work.

“State” refors w the State of Michigan and all of 1ts depariments, apencics, divisions,
oftices., and cmploycecs.

Statemem of Work (SOWY means any additional written aprcements covering specific
projects that may be added or amended from time 1o tme 10 this SLA.
4.0 Seape

DT will provide the following Services at all Department locations. Deparlment
kycations are listed in ixhibit A, These Services include application development and
maintcnance, helpdesk services, voice, desktop and field services. computing services, data and
network conncctivity services, disaster recovery and busivess resumplion services, infotmation
technelogy and consulting services, 11 procurement and 1T contract management. All ol the
Services under this SLA will be billed agmnst the TG and the IDG amount will be the total hmit
on the value of this Agreement. The Nepartment, in wnung, inay agrec to pay lor Serviees in an
amount preater than the LG upon notice (rom DTT that the IDG amount will be exceeded based
on the Services being provided. In addinon, should the Department cleet to have DI implement
a New Service. the Department will budget the necessary funds to cover the cost to implement

that Scrvice and the cost to operate that Service in the succeeding budget yeuars.

4]



5.4 Roles and Responsibilities

L sl provide a Tull-time stall capable of delivering all technical services and
computer support as requiced by the Department in performance of'its duties and responsibilitics
pursuant to funding within the IDG. Assignments and priorities will be established by taking
into comsideranon any managerial, administrative, and logistical needs of the Departmen.

DIT responsibilitics shall include:

u  Be responsible for providing the resources and skalls w deliver the agreed-Lo services
identified in this SLA.

2 Deliver all DU billing to the Department, including @] information and supporting
documentation wdentificd within s STA.

o Organize, lacilitate and attend mectings in order o meet service objectives and business
demands.

o Cominit to teamwork and conllict resolution.

o Losure the needs and concerns of DI and (he Department are represcented.

u  Sufficient personnel statfing resources in order o mect the demand ercated by this
Department”™s Help Desk calls in aceordance with any applicable Scrvices Levels.

o On-site support staff in both Lansing and Detroil capable ol mecting any ansing needs
concerning physical cquipment problems meluding muovesfadds/ chanees 1n accordance
with any applicablc SLAs.

J4  {ompctent and trained network support in the event that a problem arises with the

Department’s network system. 'This includes a single point of contact for case of the
Lepartment.

Department responsibilities shall include;

o Assign an individual as the Deparment 3LA Manager, This individual is identified in
Section A, subsection 1010,

2 Commit to teamwork and conflict resolution.

o Communicate all issues and problems to DIT tollowing the problem management and
escalation procedures outlined in this STLA.

u  Communicate with DIT to ensure that DIT is adequately inlormed aboul Department
needs. requirements and business directions, The Department must commumcate with
T immediately il there are changes in program direction. New imitiatives must be
cormmunicated io DIT so that adequate preparation and procurement tme 15 available o
implement new or enhanced services.

u  Inelode appropriate DIT 10 in IT sirategie planming activitics.

3 Timely payvment of commect mvolces

2 Provide lunding w cover their U1 services as imutually apreed



0.0 Statements of Work

M recopnizes that the services provided by DUT arc mission eritical to the ability of the
Department to meet its constitutional and statutory duties under lederal and state laws and wall
assure there is no impairment of the Departments mission in the providing of these services.

{(a} The partics agree that any specific project services to be rendered by DIT
pursuant o this SL.A {and any fiuture amendments ol it) will be defined and described in detail
within this ST.A or within scparate Statements of Work exceuted under this SLA. DIT shall not
bz obliged or authorized to commence any work 1o implement a Statement of Work vatil both
parties sign il DI shall perform the Services in accordance with this SLA, including the
Statements of Work excecuted under 11,

(b} Unless otherwise agreed by DIT and the Depariment, cach Statement of Work
will include, or incorporate by reference Lo the appropriate 31.A Exhibit. the following
information:

- A deseription of the Services 1o he perfurmed by DI under the Statement of Work;

- A project schedule (including the commencement and completion dates for all fasks. subtasks
and Deliverables);

- A list of the Deliverables to be provided. il any, including any particular specificalions und
acceplance criteria for such Deliverables, and the dates on which the Deliverables arc scheduled
to be compleled and delivered to the Department;

- All Deliverable prices and other charpes associated with the Statement of Work, the overall
fixed price lor such Statement of Work and any other appropriate pricing and payment terms;

- A specification of DTT™s und the Department’s respective performance responsibilitics with
respeel Lo the performance or completion of all tasks, subtasks and deliverables;

- Any other information or provisions the parties agree 1o include.

{c) The imitial Statement{s) of Work. as ol the Lffective Date, are attached (o ths

SLA as Exhibit (.



7.0 Department Ownership of Data

Department data 15 and will remain the praperty of the Department. DUT in delivenng,
information technology services is acting only as a provider of information technology services.
The Department 1s responsible for communicating data requirements to DI, ¢.p. access riphts,
citcality, ele. THT will gstablish and maintain environmentat. safety and facility procedures.
data securily procedures and other saleguards against the destruction, loss, or alteration of
Department Data in accordance with Section A subseclion 9.0 of this ST.A. DT will provide
the Department with all reasonable assistance in localing Deparlment Dt
8.0 Responsibility for Application and Gencral Controls

Application controls apply to individoal compuler application svstems and may include
such controls as data origin, input controls. processing controls. output controbs, application
aceess controls, application interfaces, audit trail contrals, and application documentation.
Application controls conzist of mechanisms in place over cach separate application {(computer
svstem) that helps o cnsure authorized data is processed completely, accurately, and ccliably.
The Pepartment is and will remain responsible for ensuring application controls are in place and
lunctioming propecly withio their orgamecation o the extent that Departinent cetains control over
the application controls.

General controls provide the business and I'l functions with a set ol encompassing
contrals that are shared by several agencies/departments or inlommation system lunctional umls.
or support underlying lunctions that one or more applications rely on, General controls
commonly melude controls over dala center operations, sysiem software (not application

software), acquisition and maintenance. physical security. OS (Operating System) level sccurity.



apphication systems development maintenance, and overall I'l Department administration. These
controls apply 1o all systems, c.g. mamlrame, mini-computer, and end-user computing
covironments. DBI'T is and will remain responsible for general controls.

9.0 Security
DIT agrees Lo implement the lollowing security requitements lor Lhe retrieval, access.,

storage. use. display, disclosure, or dissemination of any record or information obtained under

this 5T A

1. Dse soltware and hardware that s weehnologically adegoate o prevent unauthorized
access Lo the inflormation.

2. Fistablish operational programs w0 prohibit unauthonzed inguinies from any werminal or
uther gecess sile.

3. Institute operationdl programs W detecl unauthomizcd access, use, or dissemination, or
unauthorized attempts Lo aceess, use. or disseminate, personal inlormation and highly restnicted
personal information provided w DI under this 1AL

4. Establish and maintain sceurity, audil. and control mechanisms, including audit trails o
the cxtent available, o identily improper use of reeords and information provided under this
SLA and 1o initiate appropriate action for violation of this SLA. including criminal proscoution
or cplovee sanction.

A, Provide for the physical sccurity of DI s data warchouse. with procedures and devices
desiened to protect apainst the theft of records and information, or the unlawlu! access, use, or
disscmination of records and information accessible by DU under this ST.A.
6. Provide access riphts to the users of the DI data warchouse in accordance with DI
security rales in a manncr consistent with the puepose of this S1LA.

2T agrees 1o limit the number of DT emiployvees with access to Data within the
Departiment’s system 1o only thase reasonably necessary to carry out the Services contained in
this SLA. In addition, DI'T will cnsure that these employees with access 1o the Depariment’s
Data will receive instruction on the need for confidentiality concerning the Department’s Data,
100 Contact Informaiion

211 and the Department agree o designate departmental representatives who shall be the

official point of conlact [or alb maters relating w managenient and service delivery as identitied

in the SLA, These individuals will have the authority 1o make any necessary changes w Scetion

1)



B3 ol this SLLA. All notices and other eommunicauons shall be divected to these representatives.
Initial representatives are desipnated as follows:

DIT Information Officer:

Lynn M. Draschil, Information Officer
Telephone: 3H7-241-T7423

Email: draschiléimichizan gov

Department SLA Manager:
Dehorah Anne Devine, Bureau Chief

eonomic Development & Oversight Burcau
Telephone: 517-335-3548

Email: devinedi@imichigan.gov
120 SLA Problem Management and Escalation

TL1s anticipaled that the Services provided by DIT will be acceptable to the Department
In the event that the Department is dissatisficd with the services provided. the Departmem SLA
Manager should contact the [0, The TO will resolve the issue 1o the Department’s satisfaction.
if & mutal resolution cannot be reached., the issue wall be elevated o the Director of Lhe
Department of Information Technology and the Chiel Deputy Atlomey General.
13.0  SLA Documcnt Change Process

Changes to this SLA may be negotiated based om changing business or service needs or
significant variances from scrvice commitments. Either party, based on the [ollowing
procedures, can submit requests. The Dircetors, or thar designees, of both organizations. must
apree to the chanpes and those ¢lanecs will be Incorporated into this SLA.
{a) Chanpe Requests
{i) If the Department should require DI to perform new Services or make changes to the

Services that would allect the Slatement of Work completion schedule, the Department shall

1]



submit a written reguest for DI 1o lurmsh a proposal for carryimg oul the requested change {a
“Change Request™.

(i)  Upon reeeipt of a Change Request, T shall examine the implications of the requested
Chanpe on the technical specifications. Statement ol Work schedule and poice of the Services
and shall submit to the Department without undue delay a written proposal for carrving out the
Change. DIT's proposal will include any associated changes in the tecbnical specifications,
Statement of Work schedule and price and method of pricing of the Services. 1f DIl provides a
written proposal and should DY be of the opinien that a requested Change is not to be
recommended, it shall communicate its opinion 1o e Department and cach party shall cscalate
the dispuote within their respective arganizations.

(iii) Dy giving DI'] writtcn notice within a rcasonable time, the Department shall be envitled
1o accerd a DU proposal for Change, to reject it or to reach another Agrcement with DI,
Should the partics agree on carrying out a Change, a written S1.A Change Notice shall be
preparcd and issued under this SLA, describing the Change and 1ts ellects on the Serviees and
any affected components ol this SLA (a “ST.A Change Nonice™).

{ivy Tt ihe proposed Change altects pnce or sehedule, then no proposed Change shall be
performed uniil the proposed Change has heen specilicd in a duly exeeuted SLA Chanpe Notice,
() I{" the Dreparlment reguests or direets DT o pecform any activities that TIT helieves
constitute a Change under this subsection, DT must notify the Depariment that it believes the
requesied activitics are a Change betore eommencing the performance of the requested activilies.
I DIT [als o notily the Bepartment prior 10 cominencing performance ol the requested
aclivitics. such activitics shall be considered to be performed grawnitonsly by RUT. and DIT shall

ot have any right thereafter ta assert any claim for additonal compensation or tme {or the



performance of such actividics. 1If DML commences performance of gratntous services outside
the scope of this SLA and subsequently clects to stop performing such oul-ol-scope services,
DT must, al the request of the Department, back out ar reverse any changes resultmg from such
perflommance thal would adversely affect the SLA.

(h) DIT Chanpe Requests.

(i} DI shall be entitled o propose a Change to the Department, on its own initiative, should
it be of the opinien that this would bene i the S1.A. DITs propesal for such Change shali be n
writing and reasonably detailed. The procedures desenibed in this subsection shall apply Lo any
such proposal.

(1) Upon receipt of a Change Reguest from the DI the Department shall examme the
itnplications of the requested Change on the technical specifications, Stalement of Work
schedule and price of the Services. THT s proposal will include any associaled changes in the
technical specifications, Statement ol Work schedule and price and method of pricing of the
Services.

{iii) By aiving DIT wrilten notice within a reasonable time, the Departiment shall be entitled
to accept a TIT proposal for Change, to reject it or to reach another SLA with M1, Should the
parties agree on carrying out a Change, a written SLA Change Notice shall be prepared and
issned under this STA, describing the Change and its effects on the Scrvices and any atfected
components ol this 1A (a "SLA Change Notice™).

{(1vl  No proposcd Change shall be performed until the proposed Change has been specilied in

a duly exceuted SLA Change Notice.



1400 Maintenance and Distribution of the SLA
The 10 15 responsible for maintaining ilns 1A and ensuning that changes have been
incorporated when appropriate prior to distributions ol new versions.

Mstnbution of copies within the Department is the responsibility of the Department SLA

Manager.

15.0 Billing and Invaicing

Lhis SLA is litnited to the amount of the Department’s TDCG o 1T, The Department, in
writing, may agrec to pay for Scrvices in an amount greater than the IMG ypon netice from DI
that the 113G amount will be exceeded based on the Services betng provaded. In addition, the
Idepartment may pay additional amounts lor New Services. DIT service charges will be based
on actual costs. which are decmied {ully allowable and appropnately assigned or allocaied to
respective DIL serviecs as required by OMB Cireular A-87 and as provided in Fxhibit K.

Invoices must be paid within 45 days ol receipt. Ilhan item 15 disputed, Lhe remaining
invorice amount must be paid in full within 45 days of reeeipt. The Department must notfy the
10 of disputed items within 30 days of rceeipt ol a correct invoice.
(a) Annual Reconeiliation: 131 will conduct an annual ceconciliation of charpes, or “ruc-
up.” This wall imvalve a comparison of hilled charges to the actual costs of providing those
services. DIT may cleet o refund any difference o customers through a [nal adjostment o
billings. llowever. if differenees are within reasonable levels. they may be carricd lorward as

adjustments to future year’s charpes or rates as provided in OMDB Circular A-87. DIT will



provide the Department with notitication ol any {inal adjustiments and whether such adjustments
will be relunded or carvied forward.
{h) Muectings: DIT financial staff, in coordmation with the CSD or TO, will meet on a
regular basis with Department staft to review DIT invorees (invoices typically presented on a
monthly hasis} and identify and resolve any billing adjustments, omissions and related issucs that
may have been identified.
{c) Spending Plan: D] financial stafl will prepare and distribute a spending plan each
month that anmualizes expenditures. year-to-date, against the IDG. DIT financial stail in
coordination with the TO. will meet on a regular basis with Department staff o review the
spending plan, wentily fundmy shortages, and jointly prepare an action plan to spend within
available resources.
16.0 Audit Clause

The Department and DIT agree that fnancial records, documents, dats, accounting
procedures and practiices, programs. projects, information sysiems, or any other tlems of the
sorvice provided, deemed relevant w the STA by the Department and DT, are subject 1o
examination by the appropnate Department and DIT representatives and the Auditor General.
The Department and DIT wall, and wall caose its subcontractors and supphers (o, provide to the
Department and DT (and internal and external auditors, inspectors, regulators and other
representatives that the Department and DIT may designate from lime 0 Wme) aceess @l
reasenable hours to the Department and DIT personnel. 1o the tacilities at or from wlhich Services
are then being provided and o the Department and DI records and other pertinent information.
all W the extent relevant o the Services. Such access wall be provided lor the purpose ol

performing audits and inspections. The Department and DIT will provide any reasonablc



assislance requested by either party or their designec in conducting any such audit, meluding
installing and operating audil sollware.

Following an audit, the Department and DIT may conduct an exit conferenes with
Department and DIT representatives. The Department and DL will mect to review cach audit
report promptly aller the issuance thereof and the Department and DIT will respond to cach audit
repoth i writing within thirty (30 days from receipt of such report, unless a shorter response
time 13 speeilicd in such report. The Department and DIT wili develop and agree upon an action
plan w promptly address and resolve any deliciencies. concerns, and/or recommendations in
such audil report and the Department and TDTT will undertake remedial action in accordance with
such action plan and the dates speeihed therein.

Nothing in this subscetion will be interpreted w require the Department o allow DIT
access to confidential information or any records subject o attorney cliemt privilege or other
statutory or regulatory protection,

17.0 Service Reviews

Ouarterly (or as necded) reviews will be conducted with the Department 3LA Manager to
assess service effcctiveness, address service problems. and cvaluate service delivery in light of
husiness needs and available resources, Particular attention will be paid to notable deviations
from commitments,

As a basis for the review, the 10 and Department 51.A Manager will collaboraie in
collecting. analyzing and reporting service data associated with the SLA. A report deseribing
priject status. 1ssues addressed, dectsions made and actnons taken will be published by DT

wilhin lve (3) davs o the review mecting,



This review will also melude advice from DT on technology options that have become
available that could improve the overall level of service. This review will also serve as an
opportunity to idemity improvements in perfommance.

18.0  Notification

A notice under this S1A shall be in wnitimg and delivered. matled, or transmilted to the
Depariment SLA Manager and the 10, A notee under this SLA shall take cleel when recerved.,
A nodice shall be deemed reecived, as follows: il delivered personally, on the date of actual
delivery: if transmitted by facsimile transmission. on the date of transmission; if mailed by
express mail, on the dale of certihed receipt; 1 manled by it class mail. on the hilth business
day after mailing.

120 Amendments

DI'l agrees that the Department may amend the terms and conditions of this ST.A [rom
linie o time in order to accommodate changes in the law, changes in the serviees or information
furnished. or for other reasens deemed appropriate by the Department. The Department agrees
to notify DI'T in writing of the contents of any amendment. DIT agrees that the continunng
acceplance of inftrmation by electrome means aller receipt ol notitication of any amendment
constitules TT s acceplance of the amendment.

20,0 Waivers

No provision of this STLA shall be deemed o have been waived by the Department. unless

the waiver is sel forth i a wnilien notice.

210 Canecllatinn
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220 Convenience: It is agreed that either the Depariment or TXIT may cancel this SLA [or any
reason by giving written notice ol cancellation o the other party not less than 180
calendar days prior to the date of cancellaton.

Non-Appropriation: In the event that Legisiatare does not appropriate the DG [unds necessary

to cnable the Department to eifect continued pavment under this SLA, the Department shall have

the nght o cancel, in whole or in part, this SLA at the cnd of the last period [or whick {unds
have heen approprialed or otherwise made available by piving written notice of cancellation Lo

IT. The Department shall give DIT written notice of such non-appropriation or unavailability

within 30 days aller it receives nolice of such non-appropriation or unavatlability.

22,0 ‘T'ermination
Tn the event of a material breach of this SLA, the Department may inunediately teominate

this ST.A by giving DIT written notice of teomination. 1t is expressly understood that any

vielation of the subsections on Secunty and Billing and Inveieing are malenal breaches ol this

S5LA and are grounds [or lermination. Termination will be ellectyve upon receipt ol the wnlten

nolice of termination, as presenbed in Secoon A, subscebon 18, Upon reeapt of the Notiee ol

Terminauon, the Depuly Dircetor of Informaton Technology and the Chicl Depuy Attorney

Gieneral will meet to discuss transition actvitics. Any transition activitics performed by DI will

be paid by the Department at the pre-cancellation rates.

2340 (Other Afreements
‘This SLA shall not supercede any other agrecment between the Department and DIT in

effect prior to the effective date ol this SLA. The parries acknowledge that this ST.A does not

supersede the Intermnal Agreement. Slatement of Work between the Department ol Allmey
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General and Department of Information Technology lor Computing Environment ;md Thatabase

Conversion.
240 ¥ntirc SLA

This SLA. along wath all written notices and amendments, Statements of Work and
I'xhibits. provided under this STA. constitute the entirery of the wwrms and conditions of this
SLA. It is further understood that no oral representation made by any cmployec, ollicer, or agent

of the Department or DIT shall have any lorce or affect whatsoever as a term or condition of this

ST.A,
230 No Third Party Bencficiaries

Nolhing express or implied in this SLA s intended o conler, nor shall anyvthing hercin
confer. upon any person other than Department and THT and their respective successors or
assigns, any rights. remedies, obligations or liabilities whalsoever.
26,0  Effective Date

This SLA is cffective as of Qctober 1, 2004
27.0  Duraiion and Renewals

This ST.A has duration of one year from the date of exccution. The SLA miay be renewed
anmually m writing and subject to proper netice under Section A, subscction 18.0.
Notwithstanding expiration, this SLA including amendments. or the latest rencwal, including
amendmens, will continue 1n [ull lorce and effect until a subsequent renewal is exccuted or the
SLA is terminated or canected.
280  Reporling

[n addition to any requirements in Projeet Documentatuon. DIT will provide the

Department ST.A Manager with a quarterly report of open prajects and the progress that has been
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made against those epen projects. Additionally. LT will provide a moothly listing of all
Remedy tickels that have been opened and closed. For any Remedy tickets that have been open
for more than 15 days, DIT will provide a eecommendation [or resolution and any

recommmendation lor accelerating internal processes Lo reduce response Lime,



SECTION B - SERVICES
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B-T DESKTOP AND FIELD SERVICES
MODLEL OFFICLE SERVICES
The Model OQllice wall provide the Department with a Base Image contaiming the basic
seL ol apphications necessary or the Department. The Base [mage maybe updated [rom ame o
unie with the consent ol the Department. As ol Effcetive Date. the Base lmage wall include:
Agency Layer

Adabe Acrobat B (Full)

Citrix Client {FMP Menu-MAGIC, ClarisWorks, ConversionsPlus, Yersatile)
DCDS 04 0202

TR w T L P T R o

LAN-Fax Utilities
LexisNexis Citation Tools (CheckCite)
MNetwork Scanzear

L TR I U LR TN T L L A

Windip 8.1

-

Secondary Layer

Adobe Phato Deluxe
Almost Paper

Blue Sauirre! Web Whacker
Elipsagioas Mrieosain 50 dnnd
Carmedia Master 4 2
Camtasia

Clear Access 7.2
CNOC Dial Up connections

CTC Bridge 5.4

DMR Lots

Dragon Maturally Speaking
E-Temn

HRMN Lawson 8.0.1

Java Runtime Envircnment 1.4.2
LEIN web access

[ERALEIITE

MARCS - Michigan Accounts Receivable Collection Systemn
Microsoft Frent Page 2000

MrslDS

Outlook XP

PACCIPAAM

Patmn Desktop 4.1

[Real Player 10 Goid

Secur| D Soffware Token

Sentencing Guidelines

Snap View



State of Michigan WYPHM Client

FR

ST L N e D

Teleport Pro
TextBridge Pro 11
Visio 2000 Professional
Web Buddy

Web Edit Pro

Warkers Compensation Calculator 2004
ZoomText 8.1

The Model OfTice will ensure that any new application. sollware or hardware s 100%s
compatble with existing standards & Dopartment equipment.
FIELD SERVICES
IMAC

All hardware ordered for the department and valued over $800 will he logged and asset
tugged hy TIT before it is installed:

[T will be responsible for surphus and salvape of old cquipment designated by the
Department. DIT will develop a procedure for destruction of hard drives taken from old
cquipment so as 1o prevent retrieval of data off that hard drive.

DIT 15 responsible tor coordinating required IMAC with the Department so as to
minimize disruption of business at the Doepartment’s ocation.

DI'L will be responsible for unpacking, assembly, and installation; test system
connectivity. tunctionality, and operability; and provide high-level onemation 1o users.
Installation will include the loading of the Base Image and requested appheatons. Al the
completion of cach service reguest, the teehmician wall provide the wser. 1l available, informaton
about the new or modificd cquipment and software 10 case the transition from the old
comliguration o the new. he sser orientation should require less than 10 minutes and is not
intended o replace requisile training on the equipment or software operation. User onentation

will cover the following information as applicable:



How tommtialive and power-down the cquipment

How 1o execute application software

Proper cquipment care, such as battery care an notebook systems
Explanation ol any swilches and indicator liphts on the equipment
. Lixplanation ol any speeihie system ulilities needed to properly use the new equipment or
software

G b

Un-sile Repair

On-site field services involve technical assistance or troubleshouling a specific physical
device when problems cannot be reselved using remote diagnostic 10ols or through elephone
support. Services are provided at the Department site or an authorized worksite whoen hardware
or sofhware problems cannot be resolved by remote access. DU shall provide. at least, one

person in Lansing and onc person in Detroitl 1o perlorm on-site licld services.



B-2 SERVER AND NETWORK SERVICTES

TECHNICAL SERVICES
1.0 Overview

The Technical Services Division (1S} within DI is responsibic for the planning.
design, copincering and operations of all local area nelworks for the State of Michigan. TS0
alsa offers server and application hosting services. e-manl service. hile and print services,
operating system support, maintenance suppaort, so(lware and hardware wehnology refreshment

services in a variety of different faciliues in a distributed environment.

TS0 services are provided on a 5 X 12 basis beginning ml 7am on Business Days.

2.0 Techmical Services

TS0 will provide the fellowing types of services to the Departmenit:

Iacilitics Managcment

Metwork Manapoment

servet Procurcmem

Job Scheduling/Lxceution

Scrver Sofiware Lnstallation

Server Maintenance

Asset/Configuration Management
Server / TTW Capacity Planning

Server Installabion/Setup

Service Request Management

merver Backup/Recovery

Soltware Problem Management/Tateh Process
Server Documentation

Print Services

Server Seounty

{Operauons Metries/Ltilization Reporting
RBesponse to Help Desk requests
Application Server Support

Performance Tuning

Server Sollware Disiritbution

Server Monitonng and Cormective Aclion
Change Contlrol

Perlommance Tuming

Sullware Version Conltrol

dUUDCLELCLCO0OoOOoUuUugogoCLCcCcCCoCcCcCLCCC

d
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4 Scerver Monitoring and Corrective Action
Invoicing

See Lxhibit B,



B-3 APPLICATTON SERYICES
1.0 New Systems Development

Mew system development s work that leads to the ercation of acw systems/applications.
Application development requests will be submitted by the Department ST.A Manager or his/her
designee Lo the TCL Any requests received by T [tom other emplovees need to be directed to
the Duepartment STLA Manager for approval and priontization. This ineludes completion and
subimission of the DIT 15 form.

Prior to beginning any new system development work, TIT wall prepare a Project Charcer
that shall describe the peneral husiness problem being solved. Tlas Project. Charter must be
approved by the Department {ollowing the Change TProcess procedure identified in Scetion AL
subsection 9.0 and must include authorized signatures and lunding source. This Project Charter
must identify:

Project seope.
DIT and Department Roles and responsibilitics.
Project management and project ovwnership.

Dehverables
Project Plan

[ i Iy I

Where DI resource (staffing) conflicts exist, the Department mnst re-prioritias currem
projects and curment maintenance eilorts 10 accommaodate new system development. Lvory
request for new systems developroent (tom the Department will include a prionty ranking
depending on the urgency of the necd. “Cribeal”™ developments will be mission-cssenual
functions that must be completed along with maintcrumes and support processcs. “Hish™ prioriy
developments will be subject 1o any maintenance and support processes. but remain at the top of
the priority hist when maintenance and support processes are completed. “Normal™

doevelapments will be subject 10 any mamenance and supporl processes and the resolubon ol any



“High™ priorily developments regardless of the general “first in-first out™ rule lor prionitization.
The Department may change the designation of priority of a particular projeet as the business
needs may change over tme.
2.0 Application Enhancement, Maintenance, and Support

Enhancement requests will be submilled by the Department S1.A Manaper or histher
designee 10 the 10, Any requests ceccived by DIT from other employees need to be dirceted to
the Department SLA Manager for approval and prioniiization. Maintenance and support requests
may be submitted by any Departinent cimployee.

Enhancements arc sub-divided as lollows:
Mujor Enhancement: involves significant new requircments, but does nol alter the overall
makeup of an existing solution, This may cntail adding, changing or deleting lunctions lor the
cxistng solution. Major enhancements will usually cause an impact to the business, orgamzation
or archilceture and may regure sigm cant cost, effort. and time 1o complete. Uxamples may
include migration o a new application platform, adding new interfaces, or re-desiming a
databasc.
Minor Enhancemenis: mvolves adding new requirements against an existng selution, but have
minimal impaet on the business. organization. or archileciure. Examples may include updates to
data tables, updating a licld on an HI'ML view, or updating a module that was onginaliy
chanped via an cmerocney fix.

Maintenance is sub-divided as {ollows:
Corrective Maintenance: includes work that is iniially spawned by a problem incident repaort

and 15 generally referred o as a ~[ix.7 Involves changes made to applicaton code in support ol



new or changed system soltware. Cost and effort are relatively low. This work may be initiated
to provide a complete fix after an emergency fix was pertormed.

Critical Maintenance: defined as the oceurrence of a problem that must be addressed
immediately. such as the disruption ol a sysiem or application.

Lrpent — lifc and death situations.

TTigh — public impact., sighilicantly impacts a large number of users, or inability to

meet deadlines for statutory payinenis.

Medinm —  all other siwations that have impact on asers.

Perfective Maintenance: involves work thatis imtaled i order to avert foreseeable problems.
improve performance, quality, reliability, cllicieney. usability, or maintainabifily of an installed
sulution. An example may be performance tuning.

Support: Work related to the production application such as end user assistance. routine tasks
or momitering of the production application. Lxamples may include on-call support, adding or
changing user access to the application, production scheduling. password reset and responding to
end wser quesiions or emanls.

DU will be responsible [or on-going system mantenance and supporl unless otherwise
outsourced 10 a vendor, Tor the duration ol this SLA. Belore system maimenance is oulsourced.
DT must reccive prior weitten notice {rom the Department authorizing such outsoarcing,
Should system maintenance obligations impact the delivery of now svstems. or resoucces oot be
available witlun the existing statfing structure, the Departent will be responsible for
prioritizing maintenance efforts. Maintenance, Lnhancements, and Support will receive the
following priorvitization unless DIT is otherwise direcied by the Department 51A Manager: (1)

Cotical Maintenanee: {2) Corrective Maintenance: (3} Suppott; (4) Perfective Maintenance: (5)



Minor Enhancements; (6) Major Enhancements, Any disagreement reparding prionitization must
be brought to the attention of the 10 and the Department $1.A Manaper.
4.0 Invaiicing

see Exhibit B.
STANDARD APPLICATIONS

The Department uses the [ollowing standard applications. Access o cach apphication 15
critical 10 the Department being able 1o meet its basic function.

1. Databasc system used (o track assignments, currently called MAGIC and run in File
Maker Pro, this will include any replacement,
2. Microsoil Word
3 The current version ol Groupwise andfor Outlook.

Model (Mlice will maintain a complete list of approved applications for the Depariment.
ENTERPRIST APPLICATION SERVICES
1.0 Overvicw

I‘nterprise Application Scrvices provides apphication development and support lor
lechnical applications and services impacting several ageneics and the erterpnise {all agenecies),
including Michigan.gov, e-stores. and Vienctte,
20 Ievelopment and Enhancement Services

DI will provide development and enhancement sernvices tor the Department website
upon request.
3.0 Michigan.gov

‘The Michipan. pov portal proup provides hosting services including the produchion server
environment and support at a 99.9% availability, and a test server. licenses and supporl.
Suppert Services for Michigan.pov include:

A Formmal traming and experlise i Vignette to all end users.
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a
a

Techmical expertise in Vignette, Surlaid and Tnkiomi for all technical resources.
Ciraphical User Interface Michigan.gov Standard support (banner and praphics).

State of Michigan web application monitoring and review lor consistency in sceunty.
privacy, look and eel, usability.

Rouline and on-request statistical reports.

Web user interlace design expertise and support of the user inlerlace look and feel of the
portal.

Vignctte Application maintenance and small enhancements.

Maintain the contact Michigan e-mail hox and either answer the c-mails or redircet them
to the agency or office thal can hest reply 1o the query,

Content Management Adonmstrator (CMA) Training is provided on a regolar schedule
or, if nceded. speeial training can be coordinated to ensure that apencics have personnel
capable of maintainiog the agencies” web siles with current information. '|'rainiog can be
scheduled by going to httpe /w3 michigan goviemichigan clicking on CMA and then
Training,

Assistance on CMA problems.

Requesis for URT. redirects.

For assistance and any of these items, send a GroupWise ¢-mail 1o DUT-LEAMS-Webh. For

immeediate assistance from 5:00 AM to 5:00 PM. you can page a CMA expert by calling 341-

09949 and lcaving your phone numbcer.

4.0

Invoicing

Sce Fxhilnl B.



B-4 11ELP DESK SERVICES
Chent Service Center (phone 2419700, emailditservice/#michigan. pov)

The DIl Client Service Center 15 available 7:30 am — 5:00 pm1 Monday through Friday on
Business Days. This Client Scrvice Center 1s the point of contact for deparimem Help Desk
Service Requests. The Client Service Center will respond o live phone calls first, followed by
voncemail and e-mail. The Department will vearky venfy the VIP lisc
L0 Overview

DIT wall ensure that the workslations, peripherals, sofhware and applications provided are
properly supported through their enure lifecycle,

2.0 Ioles and Responsihilitics

‘The following procedures shall apply Lo the opening and clising of help desk requests
within DIT.

A Upon receipt of any help desk conlact, THT will open a Remedy ticket based on the
requcst.

3. A ticket shall include the requestor’s name, the requestor’s division and location, the date
and time that the request was reccived. and a briel descrption of the problem.

. DI may clese the ticket when the problem has been seselved W the roguestor’s
satisfaction or with the approval of the Department Budget Dircctor, Tickets may not be closcd
upen referral to any State vendor.

3 Client Service Center

Asg its name implies, Client Serviee Cemer essemtially provides a portal w all DIT-related

seTvice arcas via an Enterprise amd Centralized Lielp Desk.
The Clicnt Service Center covery the Tollowing:
4 Single poin ol contact tor any Torm ol wser support: (o obtain “break & [ix” support, to
obtain information about DI services:
9 Tier | user support with a stated poal ol resolving the majority of suppornt requests during
the initial call:

- lier 2 user support. when applicable. by drawing on other DU services or Apency
programs lor final resolution of the 15sue.



4.1}

Invaicing

See Exlnlal B
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B-5 TRAINING SERVICES
DIT will provide end-user traiming on new Lnterprise applicalions and upon installation
el mew equipment as nccessary. 11 TIT believes that Department-widc training is necessary, then

DIT will propose and coordinate delivery of training opportunitics for the Department.



B-6 ASSET MANAGEMENT SERVICES
IMT will maintain, in electronic formal. an accurate Tist ol assigned equipment showing
location, assigned uscr. and type of cquipment and age ol equipment once the Asset lnventory
application is implemented. D' shall make the Department Tnventory available to the
Department upon request. The Department will continoe w maintain and update a list of
assigned equipment and changes to the Department Inventory based upon conlitmation of
changes [rom DTT until the Asset lnventory svsiem is productional or al a date agreed to by the

Department and DL

L)
L



B-7 SECURITY SERVICLS
1.0 Secority Scrviees Overview
Security Services cover the development, maintenance, implementation. and enfircement

of security-related policies and procedures for State Government '] resources.
Tt also includes incident management, momitoring, and interaction with non-State of Michigan
security entities to insure that the State’s I'T inlrastructure s sale from entities outside Staic
Government as well as within State Government.
2.0 Scopc

0 Development of sceurity-related policy and procedures.

u  Coordination, implementation, and enforcement ol all related secunty policies.

o Monitoring of sccurity processcs.
34 DIT Securily Services

3 Secunly Awargngss and Asscssment

0 DIT Development of Security Guidelines and Standards
DIT will:
I Develop pundelines and standards (o meet state and lederal security obligations and
needs,
2. Coordinate DT Security SLA processes with agencies.
3. Provide sccurity-related tools. such as lrining matenal. cle.
4. Research new sceurity technologics and make recommendations lor new processes.
5.

Coordinate Security with ageneics. including awareness promotion: Work with agencies
Lty Promote Security awarcness.

& Comduct enterprise-wide Rapid Risk Asscssment as appropriate,

7. Provide Assessment & Management of Application Risk:
Al Assist Department 1n evaluating degree of security-related risk.
B. Assist the Department in the development ol mitigation plans to address identified
risks.

Passive Monitoring of [T Secority Wnvironment

I3 wilf:



Monitoring of State Firewalls

1. Provide oversight responsibility [or the security ol the State’s infrastructure.

2. Provide final approval on firewall rule changes in accordunce with State Standards and
2

uidelines.

Provide Security Alert Services

1. Maonitor. evaluate and publish industry sccurity cvents and vulnerabilitics to the
Depariment.

2 Prowvide network intrusion detection.

3. Monitor security breaches and provide information to the Department as warranted.

Hardware Sceurily Scanmiog Services

1. Coordinate scanning of systems within the State {or possible volncrabilitics.
2. Provide recommendations 10 resolve known vulnerabilitics.

Yirus Proteehon

1. Coordination ol virus prolection, detection and suppression at the PO, server and network
lewel.
2. MNotlcation of eritical sceunty wpdates Wy the Model Olfiee.

Oencral Seourity Monitoring

1. Provide reports to the Department on sceurity violations as well as policy infractions.
2. Provide Inteazion Detection Scrvices on DU supported platforms.

3. Coordinating application of foderal sccurity programs. such as Hiomeland Security
{focused on “all threats™ approach).

Active Momitoring of I'T Security Enviroament

T wall:

Poerlonm [T Risk Asscssment Services

1. Perform risk asscssment ol DIT mirastrueture lacilitics in accordance with S1are policy
und standards.

2 Perform on-demand risk assessment service. as needed within IIT i new or changimg
ufrastructure facilitics,

3. Document risk assessments for management review and responsc.

Audils ol Access Privileges



L. Audit access codes and usage on platlorms within DIT based on Security policics and
standards.

2 Provide mlommation for coordmation with Department on end-user access rights and
privileges
3. Assist Department with agency audits relating to TT platforms/applications. This

assistance may involve TRS aodits, Avditor General Audits, ee.
Securily Services

l. FEthical Hackimg - Conduct cthical hacking apnnst DIT plattorm resources w assist in
determiming level ol risk for intrusion. lirewall proteetion and make recommendations on
remedialion stralcgics.

2 Lser Moniloning - On-demand monnornnge of cod uscrs. Ln specific circumstances, it mav
b necessary to monitor specific users o address suspected illicit or fraudulent use of FL

resources if required to be performed during nen-work hours.

3. iealth Information Portability Protection Act (TTIPT*A) - Ensure comphance with HIPPA
cepulations,
4, Sceurity Accreditation of Computer Systems - Facililate seeunty acereditation and

certification of computer systems.

3. I'ormal Security Training / Awareness. 2 requested.
0. lIomeland Security Incident Coordhnation Issues/Responsc.
7. Provide oversight responsibility for the secunty ol the State’s physical Ul inlrastruciuee,

4.0 Disaster Recovery Services Overvicw
The Disaster Recovery and Fmergency Managemoent Scervices addresses DI'L's
responsibility regarding plannming, developing and exceuting disaster recovery capabilitics.
These services also address oflenng assistance to the agency toward development of their
business resumption plan responsibility. DIT can leverage its disaster recovery planning
experlise o provide assistance 10 s plans and processes. While both the development and
cxceution ol business resumption is ¢learly the responsibilily ol the Department. DT will assist
the Departmient in creating and implementing a plan.
5.0 Scape
3 Assist in the creation ol disaster recovery plans and processes and creation and
nmaintenance ol a disasier recovery hardware environment.
a  Bring hardware and systems back online in the event ol a disaster lor eritical application

infrastruciure.
a3  Assist toward development of business resumplion plans and processcs.



6.0  Disaster Reeovery Services

DI will manntnn a Disaster Recovery Plan. For eritical busmess and TIT processes,
creation of a disaster recovery plan that will include maintenance of existing disaster recovery
plans and distribution of the disaster recovery plan.

T will provide coordination of testing process with DIT inlrastructure support and

Depariment as required. This includes:

I. Testing of applications, netwoerk availability and output.
2. Lnsuring that adeguate Disaster Recovery iesting is accomplished to mect customers’
business requircments including:
A “Table-Top™ Teshing - Panel review of Disaster Recovery Plan to verify plan
validily (contlent, Information, sequence, ele.).
B. Simulation Testing - Full-blown simulation of Thsaster Recovery Plan excecution

to verily valulity. comploteness and eflectiveness.
T.0 Execulion ol Disaster Recovery Plan

TExecution of Disaster Recovery Plans and Processes  DIT will cary out cllorts
necessary W mmplement a Disaster Recovery effort based on the requirements defined in the
hsaster Recovery plan to ensure that the DU Services mects pre-defined Department Business
Resumption Mrocess requirements (may include the desktop, telecom, and disteabuted server
cnviromments).

AT wall provide all other disaster recovery and assistance needed for development of
business and fesumplion processes.
8.0 Invoicing

See Exhibit B



B-8 TELECOMMIINICATIONS SERVICES
1.0 Overvicw

Telecommumications mvolves traditional voice (elephony) and data netwiork haclkbone
comnectivity between Stale of Michigan work locations.

Yolee Services addresses all services related to telephony, from basic olfice and cellular
telephony to the design and deployment of claborate Lnteractive Voice Response systems (1VR),
Lnhaneed Call Processing (FCM, ar Call Centers.

1he breadth of Volee Services oftered depends directly on the degree of involveraent that
)1 has in its delivery, e, whether or not the delivery facilities are managed by DT cather than
by an external service provider.

2.0 Service Levels

‘This translates into three (3) dilferent levels in the breadth of Voice Services that are
available Lo customers:

1. For most central localions, or locations with a strong concentration of Staie of Michigan
operauons (specilic hmldimgs within the Vansing, Sagiaaw, Grand Rapids and Detroit areas).
DIT manages the volee installations and is accordingly able to offer its full breadth of Vaice
Bervices.

2 For other locationys with signiiicant population or concentraiton of Siate of Michigan
operations (specific buildings within Flint, Jackson and Kalamarzoo areas). DIT is able to offera
limited breadth of Voiee Serviees.

3 F'or all other locations. the rele of DIT is currently limited o nepotiating aprecments with

service providers o deliver the services on behalf of 11T

A0



Data & Network Connectivity covers the conncetivity ol users 1o slandard State of
Michigan datla sources and applications such as data center applicativns, distributed applications
and cxternal partners. The Data & Network Connectivity Services are divided into the lollowing
HETVICES:

o  Connection of a local netwiork to the State of Michigan “backbone,” which provides all
users of this local noctwork with access 1o the diferent data sources described above;

u Different remote connectivity maodes, through which users working remotely arc able to
acecss their normal data resources;

u  Different network serviees such as dedicated conneclivily, connection to cxternal
parlners, cle.
20 Vides Teleconferencing Serviees,

DIT will provide Video Telecommunications assisiance in determming Department
design requirements and working with the appropriate vendors W ercate a solution o 11t the
needs of the Department.

10 Invoicing
See Exhitit B Al Lhis time, DL will continue to bill all centralized serviees on the

curtcnl System 85 ll
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B9  IT PROCUREMENT SERYICES

Lt Overview

Contract & Procurcment Services provides agency-specilic and enlerprise-wide
procurcment and contract managemenlt scrvices [or 1T commodities and services. MAIN
processing activitics, vender interaction, and State approval/reporting requirements are handled
by DI Contract & Procurciment Scrvices.
2.0 Contract Management Services

DIT Contract Managcment Scrvices s responsible for processing all Il related
contractual service reaucests, and cnsures that the scrvices provided meet contract specifications.
I serving these I needs, DU Contract Management Services include ihe following:

0 Assist Department in developing., renewing, and re-bundling 1T contracts.

o Work with the Department and proicct managers in identifying I'T needs and developing
statements ol work.

o Coordinate with DMDB {o determine most appropriate contract vehicle o obtain services.

u  Develop contract lanpuape for Request for Proposal, Invitation to Bid, and Sole Source
contracts.

1 Work with Department procurement and persomnel stall to obtain Department o Civil
Scrvice approval. viga U5-138, if needed.

u  Participate in pre-bid meetings, oral presentations, and joint cvaluation committes
process and vendor selection.

u  Review a prospeelive contraclor’s delaled work plan to ensure it will result in meetiog
the objecuves and tasks stated in the contract.

u  Ackas limson between Department and any contractor in order to reach mutual
understanding ol the respective roles and responsibilitics of the contractor and the
[repariment.

o Prepare contract portolio and status reports o share with management stafl regarding
contract manapement and activity,

o Monitor contracts with existing vendors and make recommendations on extensions and
renewals using unitorm analysis.

U Manage contract change requests.

2 Monitor financial data for each contract (0 ensure that contract is on budgct,

u  Monitor all contract aciivity to ensure compliznee with contractual obligations and DT
stratcaic direction.

d Leverape resources and create cosl savings by establishing contracts using a best-
praclice. hest-price. and best-value mindset.
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Promote proactive management of the Il contract portlolio through valued parinership
and foster an enterprise-wide perspective.

Coordinaie funding approvals.

Adhere 1o Execubive Threcuves/Executive Orders. DIT and Department-specilic
requirements in processing [T contractual service requests.

Process approved Departmenl contraciual service requests in a timely and efficient
MANTET.

I'rocurcmont Services

DT Procurement Services covers the purchasce of all non-delegated TT commaodities and

services for State agencics. The DIT Procurement Services Section perlomms all MAIN-relawed

functions for 'l procurements. "Vhese inclide requisitions, purchasc orders, change orders,

reccivers, and cancellations. DHT Procurement Services will 1ssuc Department-specific

procurcment requisilions in a designated MAIN ADPICS department number and route those

documents lor view and approval by the Department. based on approval path infonmation

provided by the Department. DL Procurement Services will nouly Department Budget Director

or his/her designee of request status throughout the procurement.

In serving the I'l procurement needs of the Department. D11 Procurement Services will:

Adhere to Department-specifed approval requirernents for Il purchases;

Provide a method for the Nepartment 1o reguest the purchase of 'l commodinies.

Process approved Department procurement reguests through appropnate DIT approvers
in a timely and efficient manncer;

Cheek published on-hand stock status for items that can be redeployed Iree ol charge
hefore procuring new ilems using Department funds.

Procure commuodities that mect published enterprise standards:

Use a varicly of procurement methods, including the MAIN system and procurement
cards, 10 purchasc items at the most favorable cost and value;

Notity the Department of procurement request stalus:

I requested, use Departmem-speciiic coding in sclected fields of MAIN coding blocks to
assist the Department in veconciling ils monthly invoice:

1:stablish and maintain a MATN ADPICS depariment approval path o route Department-
specific purchases for approval and viewing by Depariment stafl:

Work with the Depot w perform the reeciving function for commaodity purchascs:
Adhere 1o Sate Fxecutive Dircctives and instructional memoranda regarding the
approval. processing. and reporting of 11 commodities:

ixpedite orders as quickly as administratively possible Tor urgent Depariment requests:



Coordinate procurcment ctforts with those of DT Infrastructure Services, Ageney
Services, and Administrative Scrviees o streamline receipt. delivery, and billing {for
commuoditics;

Provide procurement contact names and instructional media w Department stall
regardmy DT procurement methods. T requested, mect with and tram Department staly
om DIT procurement processes:

Work cooperatively with DIT Inlrastructure Serviees 1o maintain warrantly and
mainlenance agreements for software and hardwarc sceving the Department:

Stnve o lower Department costs for licensing and maintenance purchases by combining
procurcments for volume discounts;

Proccss assigned invoices in a timely manner and work proactively with DMR Accounts
Payable staff to cnsure timely, accurate payvment of vendor invoices.

Provide commodity purchase information to infrastructure services i order (o maintain a
cousistent and accurate inventory of assignment equipment.

The Department will be responsible to:

4.0

I

Lnter Account Code (AC3 Y information into requisitions in the approval path, if the
Department. chooses 1o request ACS coding lor its T purchases:

Tor IT deskiop commodity purchases, supply information identifving the end vser's
name, phone number, and physical location 1o assist in notification, delivery. installation,
and invenlory tracking;

Provide Department-speciiic ADPICS department nuinber and level pumber for inclusion
in the TIT approval path;

Provide 12I'T Procurement with current inflormation on Department-desipnated signatories
and approvers [or DIT-0015 (Procurement Reguest) documents and Client Service Cenler

Procuremenl requests;

Iovoicing

See Exlubit B.



Fxhibit A
1he Department has offices in:

1560 Abbott Rd. Suite 300, East Tansing
Cadillac. 10" Floor, Detroit

Cadillac, 9" Floor, Detroit

Lscanaba

Fyde Bldg, Last Lansing

Cirand Rapids, 350 Ottawa, N'W

Ingham Bldg, Suite 200, Lansing

1.CC, CIS Bldg. 24155 Drake Rd.. 17 Iloor, Farminglos
Livomia

Lotery Blde., 101 £, lillsdale, Lansing
Mercantile, Suite 15, Lansing
Mercantile. Suite 2, Lansing

MSP. Tivonia

Petoskey

SOT. Tavomia

Seeondary Complex. 7150 TTarris Drive. 2" I'loer, Wing A, Lansing
Transportation Bldg. 17 Floor. [ansing
Transportation Bldg. 4™ Floor, ansing
Wavyne County, Juv, Court, Detroil
Williams, 3™ Floor, Lansing

Williarmns, & Floor, Lunsmyg

Williams, 2" Floor, [ansing

Williams, 7" Floor, Lansing

Williams, 5" Floor. f.ansing

Williams, 4" Floor. Lansing



Extubit B PRICING
Agency Scrvices Information Officer (1(F) —

The Apeney Services Team is the liaison between the Department ol Information
Technology (IMT) and the individual T'xecutive Branch agencics. This 1cam is responsible for
maintaining the business relationships between DI and its apeney customers. The services
include managing agency T plans and ensuring the timely delivery of agreed upon [T services.

10} charges are costs directly associated with the delivery of information technology (1T)
services W that agency within the 111 10 arca. These charpes inelude three types ol costs:
Pavroll, Program Admimsiration, and Support Costs.

Agency Bervices SialT Cosi (T0G) consists of actoal pavroll charpes for the pay periods
paid during the mvoice month. The invoice will show detail by employee name and list ageney
speeilie activily codes lor each along with associated cost. 1YCDS activity reporting was
implermented in DIT m order to assist agencies in projoct identification, fund sourcing and cost
allocation.  Actvity reporting also provides a basis for future rate development.

Program Admmistration (PA) expenditeres are costs incurred by propram management in
the delivery of I'l services. LExamples ol costs include the Director ol Agency Services along
with suppert staff and the related budget limison. Costs mewrred by the Dhirector ol Agency
Services arc allocated to apencics as a [unction ol Ageney Services” direet salanes.

Support Costs are expenditures such as travel, wlephones, pagers, copier rental, ofiice
supplies, and other CSS5&M related to the stafl in the 1O oepanization, Support costs arc

allocated to agencies as a function of 10 payroll.

Iistributed Processing Operalions —

Dhstnbuted Processing Operations designs, maintains and manages: Servers, LANS, Auto
Sysiem Mroduction Support, E-Mal, Data bntry, Local Post (CHfice. and Passwords. Charpes for
this arca are allocated based on the same methodology as 10 charges.

Contracts and P'rocurement Serviees —

This area provides I'T procurement services to agencics. Charges For this area are based
on the same methodology as 1O charges and are for agency specilic contract and procurement
stall cosis.

(Ofice of Enterprise Security -

Ageney specific securily staft costs. Charges for this arga are based on the same
methodilogy as 10 charges and are for agency specific security services stallt costs.

Mreci Agency Charges



Agency specitic charges such as equipment, sofitware, and comtractual services that
posted during the billing peried.  These may include non-11)4 items.

DIT Projeet Management —

Includes project managers billed on an hourly basis and other project specific costs.
spectlic costs will be agreed upon betwicen Department and DIT belore engaging a Project
Managrer.

Center for Geographic Information {CG1)

This umit provides leadership, technical cxpertise, and policy [or the development, usc,
dissemination, privmotien and sharing of the state's geographie resources. Charges lor CGI fall
into Lhree categories: charges for staff dedicated to an apencey, services charged on an hourly
basis, und one time charges for projects such as the Michigan Geographic Framework. The
charges lor dedicated staff are based on the same methodology as the 10) charges.

Desktop Services —

This area provides [elp Desk, lield Services, and Desktop Business Management
services (includes Depot and standardized softwaare tools). Desktop Scrvices cosls will he
charged 1o agencies on 4 per seat basis at the monthly rate. Refresh and purchase ol new
cywpment 15 nol included in the base rate and will be invoiced separately.

DIT 901} Fee

These lees are wsed o lacihitate and Tund information techmology Standards, Policy
Development, and Strategic Planning. This fee s calculated as ' % ol prior year agency
information technology cxpenditurcs. Each monthly imvoice will have 1712 of the annual tolal.
The October 2003 invoice amount is bascd on cstimated FY 2003 projectuons. Charges will be
adjusted after the 1Y 2003 DIT-900 s reported.

BI'T Enterprisc Administration Costs

Interprise Adminisiration costs arc costs incuired by the Department of Informatiosn
Technolopy in the overall delivery of information technolopy services to State of Michipan
Avencics.  Lnterprisc Administration may include costs fram the fellowing funcrional and/or
organizational arcas: D11 Director, Lnterprisc Sceurity, Contract and Procurcment Scrvices,
Emploves Services. Financial Services. Stratcaic Policy, Technical Partnerships. Infrastructure
Services and Agency Services. Costs included in the DUV invoice as the Enlerprise
Administration charges have not been charged 1o agencies via exisiing rates, supporl costs or
wther direcl charges and are allocated Lo agencies on the basis ol FY 2005 projecied T speading,.

Michigan.poy
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‘The costs of the operation of internet ponal are billed to agencies based on a weiphted
biend ol content count and number of pape views.  Also included in the invoice detail will be
agency specific web development charges.
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Exhibit

See attached documents
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